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Abstract

Acoustic eavesdropping is a privacy risk, but existing attacks rarely
work in real outdoor situations where people make phone calls on
the move. We present SUPEREAR, the first portable system that uses
acoustic metamaterials to reliably capture conversations in these
scenarios. We show that the threat is real as a practical prototype
can be implemented to enhance faint signals, cover the full range of
speech with a compact design, and reduce noise and distortion to
produce clear audio. We show that SUPEREAR can be implemented
from low-cost 3D-printed parts and off-the-shelf hardware. Experi-
mental results show that SUPEREAR can recover phone call audio
with a success rate of over 80% at distances of up to 4.6 m - more
than twice the range of previous approaches. Our findings highlight
a new class of privacy threats enabled by metamaterial technology
that requires attention.

CCS Concepts

« Security and privacy — Usability in security and privacy.
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Resource Availability: Non-sensitive code and data are available at https:
//github.com/helo0507/Super-Ear, while the 3D blueprint of SUPEREAR is
provided to verified academic researchers upon request.

1 Introduction

Mobile phones are widely used for private voice communication in
public environments. Making a phone call while walking outdoors
is common in daily life, and users often assume that conversations
can be protected by distance, ambient noise, and the limited acoustic
output of mobile devices. These assumptions shape how people
behave in public spaces and how mobile systems are designed. Yet,
they are rarely examined under realistic adversarial conditions.
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Acoustic eavesdropping attacks exploit unintended sound emis-
sions to recover sensitive information such as account details or
transaction data, enabling fraud or identity theft [12, 13, 23, 60].
In noisy outdoor environments, users are particularly vulnerable
because human auditory attention tends to focus on the caller’s
voice and ignore subtle cues of being monitored [18, 29, 46]. As a
result, acoustic attacks can remain unnoticed even when users are
alert to more conventional forms of surveillance.

Prior acoustic eavesdropping attacks leverage motion-sensor [12,
27, 43, 60], optical [34, 41], and radio frequency (RF) [13, 21] meth-
ods. They work in controlled settings but are ineffective in realistic
mobile outdoor scenarios. Motion-sensor attacks typically require
compromising the victim’s device, which is hard to achieve while
the target device is moving. Optical and RF approaches require
precise targeting of a vibrating surface, which is infeasible when
the victim and attacker are moving [13, 21, 34, 41]. Acoustic eaves-
dropping in a moving outdoor environment is also difficult because
earpiece audio is very weak and drops below a usable signal-to-
noise ratio (SNR) beyond roughly 2 m [47].

Recent advances in acoustic metamaterials may change this
picture. Acoustic metamaterials are engineered structures that
manipulate sound in ways not achievable with natural materi-
als [10, 30, 39, 62]. By controlling wave interference through their in-
ternal geometry, they can amplify, filter, or redirect acoustic signals,
with demonstrated applications in noise reduction and ultrasound
imaging [15, 61]. As a potential eavesdropping medium, metamate-
rials can enhance the SNR of faint earpiece emissions and capture
airborne speech without requiring precise alignment or access to vi-
brating surfaces. This capability enables new eavesdropping attacks
that bypass the limitations of existing acoustic methods, extending
the threat model to scenarios previously considered impractical.

This paper presents a novel and practical acoustic eavesdropping
attack that can intercept phone calls while a user is walking out-
doors (Fig. 1a). We introduce SUPEREAR, the first portable system
that leverages acoustic metamaterials to reliably intercept phone
calls during everyday mobility. We address three key challenges
that previously limited metamaterial-based eavesdropping. First,
reduced thermo-viscous losses in narrow channels prevent severe
attenuation of low-frequency signals. Second, a compact set of
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Figure 1: (a) Possible attack: SUPEREAR eavesdrops on an
outdoor call. (b) Call voice vs. other scenarios.
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metamaterial elements covers the full speech band while preserv-
ing portability. Finally, smoothing and adaptive filtering mitigate
distortion and background noise caused by uneven amplification.
Together, these advances enable SUPEREAR to reconstruct clear
speech in outdoor mobile environments.

To show that SUPEREAR is a real threat, we implemented a work-
ing prototype using low-cost, off-the-shelf components, including
a Raspberry Pi, a microphone array, and resin 3D-printed acoustic
metamaterials. Because the metamaterials are passive, SUPEREAR
requires no additional power source, supporting a compact form fac-
tor and long-duration operation. The system captures high-quality
audio directly through acoustic design and signal processing, with-
out relying on machine-learning models that can be difficult to
build and are hard to adapt to complex environments [28, 44].

We evaluate SUPEREAR on nine mobile devices from seven manu-
facturers across diverse environmental conditions. The results show
that SUPEREAR can reliably reconstruct call audio with over 80%
success at distances of up to 4.6 m, significantly extending the ef-
fective range of prior attacks and exposing a previously overlooked
privacy risk. This paper makes the following contributions.

o It demonstrates the first practical outdoor acoustic eavesdropping
of in-transit phone calls using acoustic metamaterials;

o It identifies and solves three practical challenges for using meta-
materials in eavesdropping;

o It shows how an attack system can be built from 3D-printed
metamaterials and commodity hardware.

2 Background and Related Work
2.1 Acoustic Eavesdropping Attacks

Previous studies on voice communication eavesdropping mainly
include RF sensing [13, 21, 22, 47-49, 52, 53, 55, 56], motion sen-
sor-based eavesdropping [9, 12, 19, 23, 27, 31-33, 41, 60], and optical
sensing [16, 34, 42]. RF sensing reconstructs audio by capturing
tiny vibrations with millimeter waves [13, 21, 47]; motion sen-
sors recover speech by detecting sound-induced micro-vibrations
[12, 19, 23, 32, 33, 41, 60]; optical sensing remotely captures audio
by sensing surface vibrations [16, 34].

However, RF sensor-based eavesdropping [13, 21, 22, 47-50, 52,
53, 55] and optical sensor-based eavesdropping [16, 34, 42] typi-
cally rely on fixed observable media, and in outdoor mobile en-
vironments, maintaining continuous and precise tracking of the
medium becomes challenging, limiting their application. Motion
sensor-based eavesdropping [9, 12, 19, 23, 27, 32, 33, 43, 60] requires
intrusion into the target device, increasing the risk of exposure for
the attacker.
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2.2 Outdoor Eavesdropping on Voice Output

As shown in Fig. 1b, during private calls, users typically hold the
phone within 5 cm of the ear. Modern earpieces employ beamform-
ing to enhance privacy by directing most of the acoustic energy to-
ward the user’s ear while minimizing leakage into the surrounding
air [13]. As a result, the effective transmission distance of earpiece
audio is far shorter than that of the loudspeaker, with the SNR drop-
ping below the detection threshold beyond roughly 2 m [13, 47].
In outdoor scenarios, additional factors such as background noise,
wind, and movement further shorten this range, making eavesdrop-
ping on phone calls particularly challenging.

2.3 Acoustic Metamaterials

Acoustic metamaterials manipulate sound through engineered in-
ternal structures, enabling precise bending, focusing, and amplifi-
cation for applications such as noise reduction, imaging, and au-
dio enhancement [24, 38]. Mie resonators, compact space-coiled
structures, trap and re-radiate sound at specific frequencies to pro-
vide omnidirectional enhancement and can be easily concealed
in everyday objects, making them suitable for mobile eavesdrop-
ping [28, 44].

Their limitations include narrowband enhancement, uneven gain,
and amplification of ambient noise. This work is the first to show
that, despite these constraints, carefully designed acoustic metama-
terials can enable practical outdoor eavesdropping on phone calls,
revealing a new and realistic privacy threat.

2.4 Threat Model

Our threat model considers a realistic outdoor acoustic eavesdrop-
ping attack on mobile calls, where an adversary captures acoustic
leakage from a victim’s phone earpiece during normal walking and
conversation. The attacker uses a portable device built from passive
acoustic metamaterials, a small microphone array, and commod-
ity hardware, requiring no compromise of the victim’s device or
network and relying solely on physical side channels.

To remain covert, the attacker operates beyond a conservative
safe distance (>3 m) [40, 45, 54]. The key challenge is recovering in-
telligible speech from weak earpiece signals in noisy environments.
Attacks involving malware, network interception, specialized sens-
ing hardware, or earphone-based calls are outside the scope.

3 Methodology

3.1 Overview of System

We implemented a SUPEREAR prototype using a Raspberry Pi, eight
acoustic metamaterials, and a microphone array (see Sec. 3.6). As
shown in Fig. 2, the eavesdropping process consists of three stages:
signal capture and enhancement, cropping and recombination, and
distortion suppression with noise reduction.

Enhancing the gain of low-frequency signal. When the target
initiates a call, SUPEREAR captures acoustic signals using metama-
terials and applies the Minimum Variance Distortionless Response
(MVDR) algorithm [11, 17] to extract the earpiece audio while
suppressing interference from other directions. Since the target’s
position is directly observable, the system remains behind the tar-
get and follows along the radial path, allowing MVDR to focus on
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Figure 2: SUPEREAR eavesdropping overview: enhanced low-frequency narrowband signals (Sec. 3.3), wideband amplification
via multi-metamaterials (Sec. 3.4), and defect-induced distortion/noise suppression (Sec. 3.5).

that direction and improving the stability and accuracy of direction
estimation (V1, see Sec. 3.3).

Expanding bandwidth via multi-metamaterials. To obtain a
wideband signal, SUPEREAR builds a multi-metamaterial system
and crops and recombines the frequency bands enhanced by each
metamaterial, reconstructing a complete voice signal covering all
bands (V2) (see Sec. 3.4 for details).

Mitigating distortion and noise from metamaterial defects.
The system first applies a distortion suppression algorithm to elim-
inate gain jumps caused by metamaterial defects and balance gains
across frequency bands, producing high-fidelity audio (V3). It then
analyzes the background noise spectrum and uses a noise sup-
pression algorithm with SoX [3] to filter interference, yielding the
processed signal (V4) (see Sec. 3.5 for details).

3.2 Technical Challenges

There are several obstacles that limit the practicality of acoustic
metamaterials for eavesdropping. The first challenge is improving
performance at low frequencies. Speech signals carry important
information in this range, but existing designs lose much of their
energy as heat when trying to amplify low-frequency sounds. The
second challenge is covering the speech frequency bands while
avoiding a large, bulky device. As a single metamaterial only am-
plifies a narrow frequency band, covering the full speech range
typically requires many units. The third challenge is maintaining
audio quality in realistic environments. Manufacturing imperfec-
tions can introduce sudden jumps in amplification, while uneven
gain across frequencies can distort the reconstructed signal. In ad-
dition, metamaterials amplify environmental noise, such as traffic
and wind, together with the target speech, further reducing clarity.
These obstacles have so far limited the use of acoustic metamaterials
in realistic attacks. In the following sections, we describe how Su-
PEREAR addresses these issues and enables outdoor eavesdropping
as a real threat.

3.3 Enhancing the Low-frequency Signal

As described in Sec. 2.3, we use Mie resonators to prototype Su-
PEREAR. We start by analyzing how acoustic metamaterials based
on Mie resonators use coiled channels to enhance sound pressure
and identifying their limitations in low-frequency performance.
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Figure 3: (a) Acoustic metamaterial structure with a micro-
phone at the center. (b) Metamaterial system.
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(c) Top: k vs. D; Bottom: resonant frequency vs. bandwidth.

As shown in Fig. 3a, the resonator structure consists of a curved
propagation path with path width a = 3.2 mm, wall thickness ¢ =
0.8 mm, outer diameter D = 80 mm, inner diameter d = 14 mm, and
N = 8 turns. The sound pressure detected at the central microphone
can be expressed as [28, 59]:

n(fr) 2pc?
PIPO'—AO "}/1(2),

where P, is the input sound pressure, n, the effective refractive
index, A the wavelength in air, p the medium density, and ¢ the
speed of sound. Increasing n, concentrates more acoustic energy at
the microphone. The gain is strongest near the resonant frequency
fr. For the parameters above, the resonator exhibits a resonance at
563 Hz, enhancing sound in a narrow 100 Hz band with up to 16x
gain [59].

Prior work attempted to shift the resonance into the lower speech
range by increasing the number of channels N. For example, setting
N = 22 lowers f; to around 260 Hz [15]. However, longer coiled
paths also increase thermo-viscous losses, as sound reflections and
scattering dissipate more energy as heat. This limits achievable
gain in the 250 - 300 Hz range to about 5x, far below what is needed
for reliable eavesdropping.




Algorithm 1: Optimal Number of Metamaterials

1 Input : fsiare, fenas BW(fc)

2 Optimal Design(fstart, fend, BW (f¢))

3 Function

4 Optimal Design(fstart, fends BW (fe)):

5 resonant_freqs < [ |, feurrent < fstare ;

6 while feurrent < fena do

7 fe « feurrent, bw «— BW (f¢), resonant_freqs.append(fc) ;
8 _f;?urrent — fcurrent +bw;

9 end
10 S « len(resonant_freqs)

11 return resonant_fregqs,S

Based on our structural parameter analysis, we propose a multi-
metamaterial system design that avoids increasing the number of
channels (N) and instead tunes other key parameters to shift the
resonant frequency.

As shown in Fig. 3a, the outer diameter (D) and channel width
(a) directly influence the sound transmission path, thereby affecting
the effective refractive index (n,) and resulting sound pressure (P).
In contrast, wall thickness (t) can be treated as fixed, since varying
t is essentially equivalent to adjusting a. The inner diameter (d)
of the central cavity also has little effect, as amplification mainly
occurs inside the coiled channels. Using COMSOL (a widely used
multiphysics simulation platform known for its ability to accurately
solve coupled acoustic-structural problems. It has been extensively
validated in metamaterials and acoustics research, making its sim-
ulation results highly reliable [10, 30, 58, 62]), we examined how
adjusting D and a while keeping N fixed affects the resonant fre-
quency (Fig. 4).

When varied individually, changes in D show almost no influ-
ence, while changes in a shift the central frequency by only 50 Hz
(Fig. 4a), neither of which meets the low-frequency enhancement
requirement. However, simultaneous tuning of D and a produces a
significant downward shift of the resonance (Fig. 4b). The relation-
ship can be expressed as:

(D, a)
(DOs aO) ’

where f.o =563 Hz, Dy = 80 mm, g = 3.2 mm.

The proportionality factor k decreases as D increases, showing
nonlinear behavior: highly sensitive at small sizes and leveling off
as size grows (Fig. 4c). This relationship provides the foundation
for designing multi-metamaterial systems. COMSOL simulations
confirm that the new design achieves low-frequency gain exceeding
15, while avoiding the thermo-viscous losses that limit traditional
high-N resonators (Fig. 4b).

fe=kX feo X%

3.4 Bandwidth Expansion

3.4.1 Defining the gain range. To design an effective metamate-
rial system, we first identify the key frequency range for speech
enhancement. While human speech spans from roughly 250 Hz to
4000 Hz, prior studies show that intelligibility depends most on fre-
quencies below 1000 Hz [14, 50]. This is because vowel recognition,
which is crucial for comprehension, relies on first formants (F1),
which largely fall within 250 - 1000 Hz. We therefore target this
range for enhancement.

Zhiyuan Ning et al.

Table 1: Parameter Combinations of Acoustic Metamaterials.

label path width (a) Di ters (D) R t freq. Freq. range
(1) 2 mm 50 mm 930 Hz 840 - 1000 Hz
2) 2.4 mm 60 mm 790 Hz 720 - 860 Hz
3) 2.8 mm 70 mm 670 Hz 580 - 700 Hz
4) 3.2 mm 80 mm 563 Hz 490 - 597 Hz
(5) 4 mm 100 mm 470 Hz 430 - 523 Hz
(6) 4.8 mm 120 mm 385 Hz 350 - 435 Hz
(7) 5.6 mm 140 mm 325 Hz 290 - 350 Hz
8) 6.4 mm 160 mm 280 Hz 250 - 295 Hz
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Figure 5: (a) Gain curve of system and spectrum trimming
(M: metamaterials), (b) Spectrum stitched after trimming.

3.4.2 Determining the number of units. We then used COMSOL
simulations to examine how metamaterial resonant frequencies
relate to bandwidth (bottom of Fig. 4c). Results show narrower
bandwidths in the 250 - 550 Hz range (around 87.5 Hz) and wider
bandwidths in the 550 - 1000 Hz range (around 157.5 Hz). This
behavior can be explained by material properties: bandwidth scales
with resonant frequency, BW = «a- f;, where « is a material constant.
For our resin - based design, higher resonant frequencies yield
broader bandwidths. To cover the 250 - 1000 Hz range, we apply
Algorithm 1. Starting from fy4rr = 280 Hz (bandwidth 60 Hz),
the algorithm iteratively selects resonant frequencies and their
bandwidths until reaching f,,4 = 1000 Hz. This yields eight distinct
resonant frequencies, corresponding to eight metamaterial units
(S = 8). SUPEREAR therefore consists of eight acoustic metamaterial
units (Fig. 3b, Table 1). The thickness h is fixed at 15 mm, sufficient
to house a microphone, producing a total thickness of 120 mm. This
compact design spans 250-1000 Hz effectively while maintaining
portability.

3.4.3 Spectrum cropping and stitching. Each metamaterial unit
amplifies only a narrow band, so the outputs must be combined
to achieve continuous coverage. Based on COMSOL simulations,
we trimmed overlapping regions at frequencies with the highest
gain (320, 360, 430, 520, 620, 700, and 860 Hz), retaining only ranges
with > 5% gain. Because each unit covers a different band, mutual
interference is minimal. Stitching the trimmed outputs provides
full coverage of the target speech range, enabling the system to
reconstruct intelligible voice. The effectiveness of this design choice
is validated in Sec. 4.3.3.

3.5 Mitigating Distortion and Noise

Our optimizations described so far extend metamaterial across
a wide speech range, but distortions and noise can occur. First,
certain frequencies exhibit abrupt gain jumps (> 1500 as shown
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Algorithm 2: Noise Suppression Algorithm

1 Noise Suppression()
2 Function Noise Suppression():

3 | Stepl();Step2(fy);return Step2(fp)

4 Function Step1():

s | Receive noise and analyze frequency range fi; return f;
6 Function Step2(fj):

7 S denotes the optimal number of metamaterials.

8 fori=1toSdo

9 if f; contains fy then

10 | fi < Isolate from the combined range

11 end

12 end
13 Combine the remaining f; into a new spectrum F;return F

in Fig. 6a), typically caused by uneven material distribution from 3D
printing defects. Second, the gain response varies across frequencies
(Fig. 5), which reduces audio fidelity and weakens eavesdropping
performance. Third, metamaterials amplify both signals and noise
within the same frequency bands, making outdoor deployment
vulnerable to interference. We address these issues with algorithms
for distortion suppression and noise reduction.

3.5.1 Eliminating gain jumps. To mitigate abrupt frequency jumps,
we apply a smoothing algorithm that combines median filtering
with threshold-based replacement. Gain jumps are detected by
computing

AG(ﬁ) = |G(ﬁ) - Gmedian (ﬁ—n»ﬁa ﬁ+n)| 5

with n = 5,4,3,2, 1. Larger step sizes (5 Hz) capture wide-range
anomalies, while smaller steps capture subtle local variations. Mea-
surements across metamaterial samples show that all jumps occur
within a 5 Hz window, consistent with geometric errors from 3D
printing. A threshold is then applied: if AG(f;) exceeds the mean
plus three standard deviations, the value is replaced with the local
median:

Ghew (ﬁ) = Gmedian (ﬁ—na ﬁ: ﬁ+n):

Iteratively applying this process removes outliers, producing a
smooth gain curve (as shown in Fig. 6a) and a more coherent re-
constructed signal.

n=>54321.

3.5.2  Maintain frequency gain balance. Even after removing jumps,
gain mismatches across bands can degrade quality. To equalize
performance, we implement an adaptive gain adjustment algorithm
that dynamically scales each band relative to a target gain, set as
the median of the curve. For excessively amplified bands: new =

Grarget . Getuz .
—=E% "and for under-amplified bands: new = =2l This balances
Gactual Glargel

all frequency responses, yielding a stable 20X - 30X gain across
250-1000 Hz (Fig. 6b). Together, smoothing and balancing form the
Distortion Suppression Algorithm, which improves intelligibility and
fidelity.

3.5.3 Suppress noise interference. Since metamaterials amplify all
sounds within their effective range, suppressing background noise
is essential. We design a Noise Suppression Algorithm (Algorithm 2)
that detects noise-dominated frequency bands during spectrum syn-
thesis and selectively suppresses the corresponding metamaterial
outputs.
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Figure 6: Optimization result: eliminated jumps in the en-

hancement curve and generated a new balanced curve.

il T |
SN 20.24 cm i
Metamaterials || |

System flow diagram

(a) Prototype of SUPEREAR and its flow dia- (b) Covert prototype (smaller than a 13-
gram inch MacBook Air)

Figure 7: Implementation: prototype and covert form factor.

Outdoor noise analysis shows that different types of noise exhibit
distinct frequency distributions: environmental and traffic noise
are typically concentrated in the 20-300 Hz range [25, 51], while
industrial machinery noise mainly falls within 50-500 Hz [20, 57].
These ranges only partially overlap with SUPEREAR ’s 250 - 1000
Hz enhancement band, making selective suppression feasible. Our
noise suppression algorithm first measures the environment to
identify the dominant noise frequency range (fy), then checks each
metamaterial unit’s band (f;) and excludes those overlapping with
fo- The remaining bands are combined into a new spectrum F, which
reduces noise while preserving intelligible speech.

When interference occurs within the enhanced range, SUPEREAR
automatically reduces the gain of the affected channels to minimize
noise contribution. Although this sacrifices some frequency cov-
erage, experiments (Sec. 4.4.2) show that speech intelligibility is
largely preserved while background interference is significantly
reduced.

3.6 Implementation

As shown in Fig. 7a, the SUPEREAR prototype integrates eight acous-
tic metamaterial modules, a commercial microphone array, and a
Raspberry Pi 5B, which performs on-device beamforming, MVDR
filtering, noise suppression, and audio reconstruction. The assem-
bled device fits in a (27 x 16) cm handbag (Fig. 7b), enabling portable
and covert operation in mobile attack scenarios.

4 Evaluation

4.1 Experimental Setup

All our experiments were conducted under approval from the In-
stitutional Review Board (IRB). The research equipment was self-
funded, and participants voluntarily joined with informed consent.
No sensitive or personally identifying data was collected or stored
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Table 2: Mobile devices used in evaluation.

Brand Model os
iPhone 16 Pro Max 10S 18.4.1

Apple [4] iPhone 15 Pro 10S 17.5
HONGOR [5] Magic V Flip MagicOS 8
Samsung [7] Galaxy Z Fold 4 Android 14
Google [1] Pixel 8 Pro Android 14
Sony [8] Xperia 10 IV Android 13

. . Xiaomi 14 HyperOS 2
Xiaomi [6] Redmi K50 Ultra Miui 13.0.1
Huawei [2] Mate 60 Pro HarmonyOS 4

during the study. To avoid privacy risks, we used only scripted, non-
sensitive phrases during audio capture and analysis. No bystanders’
conversations were recorded.

4.1.1 Test targets. As given in Table 2, we evaluated SUPEREAR
against nine mainstream smartphones. In addition, three volunteers
(one female, two males) acted as callers to test the system’s ability
to capture spoken content. We also recruited 10 volunteers (5 fe-
male and 5 males) to evaluate the similarity between the original
voice and the one captured by SUPEREAR. All our volunteers are
postgraduate students studying at our university.

4.1.2  Metrics. Following prior work [12, 13, 21, 23, 26, 43], we use
four metrics: success rate, range of successful attack (RSA), word
accuracy, and Mean Opinion Score (MOS). Success rate is computed
over 30 trials per device-condition pair, with reconstructed audio
considered successful if Mel-Cepstral Distortion (MCD, lower is
better) < 8 [21, 26]. RSA is the maximum distance with success rate
> 80% [12]. Word accuracy is the fraction of correctly recognized
words via Google Speech Recognition [1, 12, 13, 43]. MOS is rated
by 10 gender-balanced volunteers on a 1-5 scale [21, 23].

4.1.3  Experiment design. Our experiments simulate realistic phone-
call scenarios. In each trial, the target device played a scripted
phrase at about 65 dB, while the volunteer repeated it at a whisper
level of roughly 45 dB.

Roadmap. Our evaluation is organized into four parts: baseline
performance (Sec. 4.2), design choices and ablations (Sec. 4.3), real-
world scenarios (Sec. 4.4), and comparison with prior methods
(Sec. 4.5). All experiments were repeated multiple times, and mean
results are reported.

4.2 Eavesdropping Performance of System

4.2.1 Eavesdropping range for different targets. Range is a key met-
ric for evaluating attack effectiveness. We measured the SNR of

Zhiyuan Ning et al.
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reconstructed audio across multiple devices and volunteers (Ta-
ble 2). Results (Fig. 9) show that SUPEREAR consistently achieves 4.6
meters on different devices and individuals, with success rates over
80% and average SNRs of 20.4 dB and 20.7 dB, demonstrating strong
stability and adaptability. In contrast, the average maximum eaves-
dropping range of microphone arrays is only 1.3 meters [31, 47],
far below the safe distance.

4.2.2  Effect of earpiece volume. Earpiece volume directly influ-
ences sound energy and propagation distance, thereby affecting
eavesdropping performance. Building on the 65 dB setting, we eval-
uated lower volumes of 60, 55, 50, and 45 dB. As shown in Fig. 10,
even at approximately 45 dB, SUPEREAR maintains a stable eaves-
dropping range of about 3.2 m, exceeding the safe distance. This
demonstrates that effective eavesdropping is possible even during
low-volume calls. Since typical call volumes are generally higher,
SUPEREAR remains practical in real-world scenarios.
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4.2.3  Performance across different languages and multi-semantic
content. To evaluate multilingual performance, we tested English,
Chinese, German, French, and Spanish with five privacy-sensitive
phrases. As shown in Fig. 11, the average eavesdropping distance
for all languages exceeds 4.55 m, with English and Chinese perform-
ing best. Overall, SUPEREAR maintains stable performance across
different languages and semantic content, demonstrating strong
cross-language robustness.

4.2.4 Human assessment of eavesdropping performance. Our ten
volunteers rated the reconstructed audio for multiple targets (Fig. 12a),
with average MOS scores above 4, indicating most of the original
speech was successfully recovered and verifying the excellent eaves-
dropping capability of SUPEREAR.

4.2.5 Eavesdropping accuracy on passwords. Password eavesdrop-
ping is a risky method of information theft. The success of such an
attack depends on whether SUPEREAR can accurately reconstruct
each password digit. Evaluations show (Fig. 12b) that at a distance of
4.2 meters, SUPEREAR achieves 100% password recognition accuracy,
demonstrating its high precision in remote eavesdropping.

4.2.6  Performance with electret microphones. Electret microphones
have slightly lower sensitivity but are low-cost and have a wide
frequency response. After integration into SUPEREAR (Fig. 13a), the
average RSA reached 4.52 meters. The metamaterial enhancement
effectively compensates for the reduced sensitivity, maintaining
eavesdropping performance.

4.3 Enhanced Capability of System

4.3.1 Actual gain performance. To evaluate SUPEREAR s actual
gain, we conducted laboratory experiments at a distance of 4.6 m
under 43 dB background noise and without obstacles. As shown
in Fig. 13b, SUPEREAR achieves a 20-30x gain in the 250-1000 Hz
frequency range, closely matching simulation results, whereas prior
low-frequency metamaterials provide only about 5x gain.
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4.3.2  Multi-metamaterial system performance. The proposed multi-
metamaterial system plays a critical role in long-range eavesdrop-
ping. Ablation experiments show that SUPEREAR achieves an av-
erage RSA of 4.6 m, representing an 86% improvement over prior
metamaterials with approximately 5x gain [15]. This performance
far exceeds that of microphones and previous metamaterial designs,
highlighting the system’s gain advantage.

4.3.3 Distortion suppression algorithm performance. The Distortion
Suppression Algorithm mitigates distortions caused by manufactur-
ing imperfections and gain imbalance across multiple metamaterials.
Without this algorithm, the system achieves an RSA of only 2.94
m, whereas SUPEREAR improves RSA by 53%, demonstrating that
the algorithm is essential for maintaining a safe eavesdropping
distance.

4.3.4 SuperEAR metamaterial design. To suit outdoor mobile eaves-
dropping, SUPEREAR ’s metamaterial design balances audio quality
and portability. Comparisons with designs that added or removed
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specific frequency bands show that adding bands yields RSA close
to SUPEREAR, increasing only 0.65%—-1.5%, while removing bands
reduces RSA by 12.3%-14.5%, confirming the balance between per-
formance and portability.

4.4 Performance in Real-world Scenarios

4.4.1 Noise impact. To assess environmental noise, we tested Su-
PEREAR under wind (20-300 Hz), thunderstorm (20-200 Hz), traffic
(30-300 Hz), and industrial noise (50-500 Hz) (Fig. 16). At 60 dB, av-
erage RSA reached 4.05 m, 23.1% higher than without the algorithm.
At 70 dB, RSA without the Noise Suppression Algorithm dropped
to 0.38 m, while SUPEREAR maintained 3.53 m, exceeding the safe
distance.

4.4.2  Attacks against walking victims. With its portability and ro-
bustness, SUPEREAR effectively eavesdrops on moving targets. At
4.5 m, average success rates for targets walking at 2 m/s and 3 m/s
were 86.7% and 84.4%, respectively (Fig. 17).

4.4.3  Impact of wind speed. Wind can affect sound propagation,
impacting eavesdropping performance. We tested SUPEREAR under
wind speeds of 2-6 m/s; at 6 m/s, the average RSA remained 3.4 m
(Fig. 18a). This is thanks to the omnidirectional nature of the sys-
tem’s metamaterials, which capture sound from multiple directions
and maintain stable performance.

4.4.4 Impact of obstacles. Obstacles partially block sound. Trees,
pedestrians, and partially blocked doors/windows were tested. Par-
tially blocked doors/windows reduced RSA from 4.6 m to 4.1 m, but
omnidirectional reception allows SUPEREAR to capture diffracted
sound and maintain stable performance.

4.5 Compared to Prior Methods

In Table 3, we compared SUPEREAR with eight prior eavesdrop-
ping attacks. Only mmSpy [13], mmEve [47], EarSpy [31], and

Vibphone [43] intercept earpiece audio, but EarSpy [31] and Vib-
phone [43] require device infiltration. mmSpy is limited to 3 m,

while mmEve requires continuous millimeter-wave alignment. Most

alternatives rely on costly millimeter-wave radars [13, 21, 47] or

bulky optical equipment [34], often with machine learning over-
head. In contrast, SUPEREAR enables portable, low-cost, non-intrusive
eavesdropping suited for outdoor scenarios, posing a more severe

threat in these scenarios.

Zhiyuan Ning et al.

Table 3: Performance compared to prior work

System Earpiece Non Over No Portable Off-the- User-
Name Attack invasive 3m  aiming shelf friendly
mmEve [47] Yes Yes Yes No Yes No No
mmSpy [13] Yes Yes No No Yes No No
mmEcho [21] No Yes Yes No Yes No No
EarSpy [31] Yes No Yes  Yes Yes Yes No
AccelEve [12] No No Yes Yes Yes Yes No
Vibphone [43] Yes No Yes Yes Yes Yes No
LidarPhone [42] No No Yes No Yes Yes No
Lamphone[34] No Yes Yes No No No No
SuperEar Yes Yes Yes Yes Yes Yes Yes

5 Discussion

Earphone scenarios. Current design cannot reliably capture audio
from wired or wireless earphones due to weaker leakage; only low-
volume speech may be intercepted. This marks the boundary of the
current threat model.

Concealment. The prototype is compact, fits in a handbag, and
works at 4-5 m, typical for public spaces. Concealment is harder in
sparsely populated or monitored areas.

Countermeasures. Soundproofing (e.g., fiberboards, acoustic foam [35-

37]) or loud white noise can block leakage, but are costly or intrusive
outdoors. Practical defenses include portable built-in protections,
like directional-transmission earpieces or active-noise-canceling
wireless earphones optimized for 250-1000 Hz.

6 Conclusion

We have presented SUPEREAR, the first system to experimentally
demonstrate acoustic metamaterial-based eavesdropping on mov-
ing targets in outdoor environments. Unlike prior non-intrusive
methods, it can reliably capture phone-call audio from several me-
ters away. SUPEREAR combines multiple metamaterial units to am-
plify low-frequency signals, uses an optimized structure design for
portability, and applies filtering to suppress noise and artifacts, en-
abling effective audio reconstruction under realistic conditions. Our
evaluation shows that SUPEREAR outperforms existing attacks, re-
vealing a new privacy threat and highlighting the need for stronger
defenses against acoustic side channels.

7 Ethical Considerations

The primary goal of this work is to raise awareness of a previously
overlooked vulnerability: the risk of phone calls being intercepted
during everyday outdoor activities. By exposing this threat, we aim
to inform the research community, device manufacturers, and the
public about potential risks and to motivate the development of
countermeasures. To reduce misuse, we focus on feasibility and
limitations rather than replication details, aiming to guide future
defenses and policy.
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